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PA3BPABOTKA METOOB OBHAPY’KEHUSI ATAKHA
BEB-ITPUJIOKEHUS C IOMOIBIO PEKKYPEHTHBIX CETEN

M.A. JIsmkoB, A.A. Ap3amacien

DEVELOPMENT OF THE METHODS OF ATTACKS DETECTION FOR
WEB APPLICATIONS BY MEANS OF RECURRENT NETWORKS

M.A. Lyashkov, A.A. Arzamastsev

AHHOTALMSA

IIpeomem. B pabote uccienyercs NpUMEHUMOCTb Pa3HOBUIHOCTH PEKYPPEHTHBIX HEHPOHHBIX ceTel
it obHapyxkenus anomamuii B HTTP-tpaduke. O0bekToM OIEHKH siBisieTcs enuHudHbiii HTTP-
3ampoc.

Lenu. Cozmanne Moien TiIy00Koro o0y4deHus1, KOTopasi He TpeOyeT anprHOpHBIX 3HAHUH IS U3BJIC-
YEeHUS 3HaYMMbIX Npu3HakoB u3 HT TP-3ampoca u Oyaer naBaTh HHTEPIPETUPYEMBIE PE3YIIbTATHI.

Memooonoeus. 1lpennaraercst paccMaTpuBaTh TEKCTOBBIN 3anpoc HTTP kak mocienoBaTebHOCTb.
Hcmons3yercst S€Q2Seq apxXuTeKkTypa sl TPEHHPOBKM KOjepa-dHKojaepa Ha HopMmaimbHbBIX HTTP-
3anpocax. CTeneHb BOCOPUUMUYMBOCTH K OIIMOKAM PEryIHpyeTcs C IOMOILIbIO TOPOrOBOIO 3HAYEHUS.
OKCIIEpUMEHTAIbHYIO IPOBEPKY MprMeHnMocTr MeToa ocyiecTBisin Ha HTTP Dataset CSIC, conep-
KareM 36 ThICSY HOpMaIbHBIX U 25 ThICSY aHoMabHbIX HT TP-3ampocos.

Pesynomamur. 1locne TpeHupoBKH Ha 33 ThICAYax 3allpocax, MOAEb Obula IPOTECTUPOBAHA HA 3 ThI-
csiuax TUIMYHBIX U 25 ThICSYaX aHOMAJIbHBIX 3alIpOCOB. TecTUpOBaHUE OCYILIECTBISUIN Ha 3alpocax, Ko-
TOpBIE paHee He UCIONIL30BaTM Npu TpeHupoBke. [loporoBoe 3HaueHune moadupanu 3 ananmmza ROC-
KkpuBoii. Mognens nokazana tounocts 0.9764 u nonHoty 1.000, mommaae nox ROC-kpusoit 0.9999.

Bv1600bi. HecMOTps1 Ha BBIYMCIUTENBHYIO CIOKHOCTh TPEHUPOBKU MOJIEIH, TIOIyY€HUE TUITUYHOTO
TpaduKa I KOHKPETHOTO BEO-TIPUIIOKEHHS C CEPBEPHON CTOPOHBI SIBJISETCS] TPUBUAILHOM 3a/1aueil.
Mozenb qaeT UHTepIpETUPYyEeMbIe Pe3yIbTATHL.

KiroueBble cjioBa: peKyppeHTHbIE HEHPOHHBIE CETH, OOHAPYKEHNE aHOMAJIU, 10Jrasi KpaTKocpo-
Hast namath, HT TP-tpaduk

Abstract.

Object. The ability to lease computing resources on demand opens up new opportunities for testing
deep learning models for small and medium enterprises. Models of deep learning do not require manual
selection of significant features, which allows saving on expensive specialized expertise.

Goals. This paper investigates the applicability of recurrent neural networks for detecting anomalies
in HTTP traffic. The object of evaluation is a single HTTP request.

Methods. It is proposed to look at the HTTP text request as a sequence of symbols. The seg2seq archi-
tecture is used to train the encoder-encoder on normal HTTP requests. When an abnormal input request
is received, the encoder-encoder frame gives an output with a greater error than during normal traffic. The
degree of error susceptibility is regulatedby a threshold value. Experimental verification of the applica-
bility of the method was carried out on HTTP Dataset CSIC, containing 36 thousand normal and 25 thou-
sand abnormal HTTP requests.

Results. The model was tested on 3 thousand typical and 25 thousand abnormal requests after training
on 33 thousand requests. Testing was carried out on requests that were not previously used during training.
The threshold value was selected from the analysis of the ROC curve. The model showed an accuracy of
0.9764 and a completeness of 1.000, the ROC AUC is 0.9999.



Conclusions and Relevance. Despite the computational complexity of training the model, obtaining
typical traffic for a particular web application from the server side is a trivial task. The model gives inter-
pretable results.

Keywords: recurrent neural networks, anomaly detection, long short-term memory, HTTP traffic

B03MOXXHOCTb apeH/Ibl BBIYMCIUTENBHBIX PECYPCOB IO TPEOOBAHUIO OTKPBIBAET
HOBBIE TIEPCIIEKTUBBI anpoOaIu Moiesieil TITyO0oKOro 00y4eHus sl MAJIbIX U CPEeTHUX
npeanpusTuii. Mozaenu riayookoro o0y4deHus: He TpeOyIOT PydHOTO BBIZICTICHUS 3HAYU-
MBIX MPU3HAKOB, YTO MO3BOJISIET IKOHOMUTD Ha IOpOroi mpoduiibHOM sKcnepTrse. Jlan-
Has paboTa cokycupoBaHa Ha mpodsieMe onpeaeneHus anomanwii B HT TP-tpaduke ¢
TOYKHU 3peHusi cepBepa. OOBEKTOM Mpeackazanus siBisiercs: enuauanbiii HT TP-3ampoc.
AHOMaMu, KOTOpbIE 00Pa3yIOTCs € MOMOIIBIO HECKOJIBKHX 3aIIPOCOB, HAXOASTCS 32 PaM-
KaMHU pacCCMOTPEHUSI ATOT0 UCCIIEA0OBaHUS. AHOMAJIUY — BElb CyOBEKTUBHAS, OJIUH U TOT
K€ 3aIPOC MOXKET ABJIATHCSI HOPMOM JJIs1 OTHOTO MPUIIOKEHUS U aHOMAJIMEN JIs IPYTOro.
Jns popmupoBaHusi oO0ydarolie BHIOOPKH HEOOXOIUMO BBIIEIUTh HOPMAJIbHBIE 3a-
npochl. /1151 BeIIeIeHHsI HOPMAJIBHBIX 3aIIPOCOB MOKHO UCIOIB30BaTh 2 MeTo1a. Bo-miep-
BbIX, MO>KHO IPEAINOJIOKUTh, YTO Mbl MUMEEM JIEJIO C OOBIYHBIM BEO-TPUIIOKEHHUEM U
OOJIBIIMHCTBO BEO-3aIPOCOB K HEMY SIBJISIFOTCS. HOPMAJIbHBIMHU, TOT/Ia BEIOUPAEM caMble
YacThle 3aIPOChl, KOTOPbIE ObLIN 3apErUCTPUPOBAHBI 32 ONPEAEIICHHBI BPEMEHHOM MPO-
MEXyTOK. BpeMeHHOI POMEXYTOK CleAyeT BbIOMPATh B 3aBUCUMOCTH OT MHTEHCHBHO-
CTH 3aIPOCOB K MPUIIOKEHUI0. BO-BTOPBIX, MOYKHO MCIIOJIB30BaTh I Pa3METKHA CTOPOH-
HIOIO CHUCTEMY 3alllUTHOIO 3KpaHa YpPOBHs NPUIOKEHHH, KOTopas MOXeET paboTarh,
HarpuMep, ¢ MOMOLIbI0 curHatyp. [Ipu TakoM moaxoze MpeanoyaraeTcsi, 4To 3ampoc
CUUTAETCS HOPMAJIbHBIM, €CJIM Ha HEM He ObLIO CpabaThIBaHUsI CTOPOHHEH CHCTEMBI 3a-
IIMTHOTO 3KpaHa ypOBHs NpuiioxkeHuil. Ha npaktuke srydiie koMOMHUPOBATH ATH MOJ-
XOJIbI: BbIOMpaTh camble yactbie HT TP-3anpockl, Ha KOTOphIX HE ObUTO cpadaThIBaHUI
CTOPOHHEW CHUCTEMBI 3allMTHOIO 3KpaHa YpOBHs npuiioxeHuid. Enuanuneii HTTP-
3aIIpOC pacCMaTpPUBAETCS KAK MOCJIEN0BATENBHOCTh CUMBOJIOB. PEKyppEHTHBIE CETH BbI-
OpaHbl IOTOMY, YTO €CJIM PACCMATPUBATh 3aMPOC Kak MOCIEI0BATEIBHOCTh CHUMBOJIOB, A
TaKKe €CTh HEOOXOIUMOCTb YUUTHIBaTh KOHTEKCT (I10J] KOHTEKCTOM 3/1€Ch IIOHUMAIOTCSI
COCEIHHE CHUMBOJIbI, HE OO0S3aTEeNIbHO OJMKalIlue), TO HEOOXOAMMO HCHOJIb30BAThH
HEUpOHHBIE CeTH ¢ MaMAThI0. CTaHJapTHBIE PEKYPPEHTHBIE CETH MMEIOT MPOOJIEMBI ¢
JOJITOCPOYHON MaMSThIO: YeM OOJIbIIIE€ HMKJIIOB MPOIIO C MOMEHTA MOJTY4YEHHUS TOW WU
UHOM MH(pOpMAIH, TeM OOJIbIIE BEPOSTHOCTD, YTO 3HAUMMOCTh 3TUX JAaHHBIX HE OyJeT
UrpaTth OOJBIIION POIM HA HOBOM IMKJIE paObO0ThI. DTH MPOOJIeMbl ObLTH PEIIECHBI B CETAX
JIOJITOM KPaTKOCPOYHOM MaMsITH 3a CYET YCIOXKHEHHUSI CTPYKTYphl HelipoHa. B pabote
MIPOBOIMIIOCH OOYYEHHE KacKala KoJaepa-IeKoJiepa ¢ apxXuTekTypon seq2seq [1, 2]. Ha
BXO/I ¥ BBIXOJT MOJIEJIN TI0/1aBai HopMasibHble HT TP-3armpockl, Takum 00pa3zom, MOJIEITh
YUUJIaCh UX PEKOHCTPYHPOBATh. B yCIOBUSIX OTCYTCTBHSI TECTOBOM BHIOOPKH Ipejiiara-
eTcs UCHOJb30BATh MAaTEMATUYECKOE OXHUJAaHWE OMIMOKM Ha oOywaromiei BbIOOpKE U
CpEeIHEKBaIpaTUYHOE OTKIJIOHEHHUE [T OIpeIeNIeHHs mopora cpabarbiBanus. s sxcme-
puUMeHTanbHOU mpoBepku O0bLT ucnonb3oBad HTTP Dataset CSIC [3]. TpenupoBka mMo-
JIENTM TIPOBOMIIACH Ha 33 ThICSYaxX CITy4aiiHO BRIOPaHHBIX HOpManbHbIX HT TP-3ampocos,
MOJIeNb OblJIa MPOTECTUPOBAHA HA 3 ThICAYaX TUMMYHBIX U 25 ThICSYaX aHOMAJIbHBIX 3a-
npocoB. TecTupoBaHKE OCYILECTBIIUIM Ha 3allpocax, KOTOPhIE paHEe HE MCIIOJIb30BaIH
npu TpeHupoBke. [loporoBoe 3HaueHue noadupanu 3 anamsza ROC-kpuBoi. Moaenb



nokasasia TouHocTh 0.9764 u nonHoty 1.000, mmomans nmoa ROC-kpusoit 0.9999. O6y-
yeHne mojenu 3aisuto 18 yacoB Ha 8 I'b Buaeonamstu Ha Buneokapte GTX1080. He-
CMOTPS Ha BBIYHMCIIUTENBHYIO CII0)KHOCTh TPEHUPOBKU MOJIENH, TIPEICKa3aHUE SIBISETCS
BBIUMCIIUTENILHO MTPOCTON mpoueaypoi. [lomyuenne TunmaHoro Tpaduka At KOHKpET-
HOT'O BEO-TIPUIIOKEHUS C CEPBEPHOI CTOPOHBI SBJISETCS TPUBUAIBHOM 3a1a4yeil. Mojenb
JaeT UHTEPIIPETUPYEMBbIE pe3ybTaThl. Matpuiia olmrOoK MOJIEH MpecTaBieHa B Ta0-
JWlLie, TA€ Y — mpeJcKa3aHHas MeTKa Kiacca, a Y — HacTosIas MeTka kiacca, 0 — Hop-
MaJIbHBIN 3a1poc, a 1 — aHOMaTbHBIN.

Mampuya owubox ons Seq2seq-mvooenu

y=0 y=1
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bnazooapnocmu
ABTOpBI BBIPAXKAIOT MPU3HATENIBHOCTh ApceHuto PeyroBy, Mpune CrenaHiok n
denopy CaxapoBy 3a ux BeicTyuienue Ha Al Village 2018.
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